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Abstract: Objectives: High—definition maps are regarded as key data resources in the development of digi-
tal transportation, making their data integrity protection critically important. However, conventional hash
algorithms used for file verification are not capable of inferring the location of tampered content from a single
checksum anomaly. Therefore, an algorithm that can not only verify the integrity of high—definition map da-
ta but also accurately locate tampered regions is essential for mitigating network security risks in digital
transportation and safeguarding public safety. To address this issue, this paper proposes a fragile water-
marking algorithm specifically designed for high—definition maps in the OpenDRIVE format. Methods: The
proposed algorithm is designed based on unicode zero—width characters and message digest algorithm 5
hash algorithm. The proposed algorithm uses zero—width character sequences to embed watermark informa-
tion, with extensible markup language nodes serving as the basic units for watermark generation, embed-
ding, extraction, and verification. The watermark information corresponding to each node is composed of a

combination of a tree watermark and a road feature watermark. To avoid affecting the normal use of map da-
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ta, the watermark sequence is embedded at the end of the line corresponding to the starting tag or the unique tag
of eachnode. During data distribution, the administrator can use this algorithm to generate fragile watermarks,
embed them into high—definition map data and verify whether the watermarks are successfully embedded in
the file. When the user needs to verify the integrity of the file, this algorithm can be used to extract and veri-
fy the watermark. If the two are identical, the file is considered intact, otherwise, the algorithm determines
the tampered location based on the detected anomalies. Results: Experimental results demonstrate that em~-
bedding watermarks into high—definition map documents does not cause any visible abnormal display. The
watermark embedding process introduces no significant increase in file size, and the ratio of the size incre-
ment to the original file size can be controlled within 5%. In addition, the proposed algorithm exhibits high
sensitivity to both node-level and watermark-level attacks and is capable of accurately locating tampered
positions. In cases of whole—element deletion, the geometric information of the deleted element can still be
inferred. Conclusions: The proposed algorithm is suitable for the integrity protection of high—definition map
data, and can also be applied to the integrity protection of other structurally similar data such as hypertext
markup language and cascading style sheets, as long as cancelling some preprocessing requirements, recon-
firming the appropriate watermark embedding position and clarifying the definition of features and the sorting
rules between features.
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<?xml version="1.0" standalone="yes"?>
<OpenDRIVE>|

<header revMajor="1" revMinor="7" name=""
version="1.00" date="Thu Feb 27 19:52:10 2020"
north="0.0000000000000000e +00"
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(a) To7KEN

<?xml version="1.0" standalone="yes"?>
<OpenDRIVE>

<header revMajor="1" revMinor="7" name=""
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107,936 NFHF 100% Unix (LF) UTF-8

Windows (CRLF  UTF-8

<?xml version="1.0" standalone="yes"?>
<OpenDRIVE>|

<header revMajor="1" revMinor="7" name=""
version="1.00" date="Thu Feb 27 19:52:10 2020"
north="0.0000000000000000e +00"
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<?xml version="1.0" standalone="yes"?>
<OpenDRIVE>{r

<header revMajor="1" revMinor="7" name=""
version="1.00" date="Thu Feb 27 19:52:10 2020"
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Windows (CRLF  UTF-8

6 Windows it 5 A4S N SCA Jay 8 5 7 28R X L
Fig. 6 Comparison of Partial Text Display Effects in Windows Notepad
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G5 TN S BR A R B ORT R AR SO T A2 ]
THEMEE,

VB AN . B ID N 18 B R
bS8, R T AR SR 5 55 K BRI
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1) Bk T8 % 22 2% . HF 1D Sk 3 A9 T8 i 25 25
B, BE R TR T A AR RSO A 10 Ca) BT | HE B
S5 R & 10(b) i 75, 4 W7 400 B 28 3% o7 8 7 b
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Q Spotlight
s:2.50 t: 0.00
x:90.99 y: 120.35 z: 0.02

A Road 12
0 Object " (ID '0")

& Type 'trafficlsland’

K7 By et
Fig. 7 Node Addition Attack
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2.2.3 AFTKE BT 6
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Q spotiight

519.32 £-0.69

x: 121,34 y: 140.64 z: 0.00
A Road 1

A6 =000 =1
As =000 =1
€ 2 predecessors

() B8R T LA AR

B : road, EIRID: 1

(b) K £k
K8 MR
Fig. 8 Node Deletion Attack

Q spotiight
52258 6128
x 11804 y: 14155 2 0.00

B E road, EFEID: 1
(b) a2t

K9 Mesht N BT
Fig. 9 Node Contents Altering Attack

F R K BB A RS SR A B 12(b) s .

2) 38K EN P B . HF 1D Ry 42 138 X%
FTZE 2R 1D O 43 B9 38 X 11 5L R (K Bl 7 51 22
P B I 55 K ED R IR 45 S i 12(e) iR .

3) X 43 BT 45 SR RN S B g AR 1 0T, AR
SCHL R MER E AL T EE XK BN A G B0l & AR
(7 E IR TR SRR
23 KNS SHEMEXGERNELSH

T AR R AR SR i A K B S R b 1A
SR/ = A R AR AR 1) 22 3 w8 G b ] SRS 7R ]
B i AT K ER X FE AT B SCHE RN,
TR G R UWIFR 3N o BT 2 ok IR AT S
Ak P AN TR 1 v A b BN | kA K ED 5 R Y
R A JEIG SO RN 0.69 % ~4.10% 2 1a] . H
W RSB R A SCAR T KR, SO RN

SRERER:
HEMEEERARNEEU TS E
(97.7249,109.7036)-(97.7249,120.6000)
-(164.8540,120.0000)-(164.8540,169.7036)

(b) Fardu4h R
10 B R MR
Fig. 10 Feature Deletion Attack

Q spotlight
5:28.62 t:-2.70
x:311.38 y:1002.70 2:7.68
A Road 18
= Lansection 0.00
== Lane -2 ('driving)
<> 1 successors
A8 =5000 =1

(a) Bl iTRALRCR
SERERER:
SEEFBKIT: 1436, EFXEA: road, EFXID: 1§
HERSEERARNEEUTORELTEA:
(156.0132,1600.0000)-(156.0132, 1458.4657)
-(468.4638,1458.4657)-(468.4638,1000.0000)

(b) Fardil4h
11 FInE RS
Fig. 11 Feature Appending Attack

., BET: 1627, FE: KDERRZE,

f7: 1627, RE: WK
7: 1eu5, [RE: W)

P12 JKED 8 ok 36k 25 2R
Fig. 12 Validation Results of Watermark Sequence Attacks
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Table 3 File Size Expansion After Embedding Watermark

BEEBHE WAKEIETK/N/Bytes #AKENJG K/N/Bytes B2 K /Bytes 3 5 JFE I K/ HE/ %
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UC _ParamPoly3 11 37 051
map4 52 325224
BrotE 20221013 314 939 851
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Germany 2018 179 12 594 829

38 363
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978 380

2375950
12 682 053

3368.3 3.54
6254.3 2.53
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5461.1 2.45
70 362.2 0.69
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