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Deepfake Video Detection Using 3DMM Facial Reconstruction Information

HU Yongjian' SHE Huimin' LIU Beibei' CHEN Xiangquan' LIU Guangyao’

1 School of Electronic and Information Engineering, South China University of Technology, Guangzhou 510641, China
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Abstract: Objectives: The emergence of deepfake technique leads to a worldwide information security
problem. Deepfake videos are used to manipulate and mislead the public. Though there have been a variety
of deepfake detection methods, the features extracted generally suffer from poor interpretability. To solve
this problem, a deepfake video detection method using 3D morphable model (3DMM) of face is proposed.
Methods: The 3DMM is employed to estimate parameters of shape, texture, expression, and gesture of
the face frame by frame, constituting the basic information of deepfake detection. The facial behavior fea-
ture extraction module and the static face appearance feature extraction module are designed for the con-
struction of feature vectors on a sliding window basis. The facial behavior feature vector is derived from the
expression and gesture parameters while the appearance feature vector is calculated with the shape and tex-
ture parameters. The consistency measured by cosine distance between the appearance feature vector and
the behavior feature vector is the criterion for authentication of the face for each sliding window across the
video. Results: The effectiveness of the proposed method is evaluated with three public datasets. The over-
all half total error rates (HTER) obtained on FF+ -+, DFD and Celeb-DF dataset are 1.33%, 4.93% and
3.92% respectively. For the severely compressed videos, C40 of DFD, the HTER is 7.09% , showing a
good robustness against video compression. The model complexity is around 1/4 of that of the most related
work. Conclusions: The proposed algorithm has good person pertinence and clear interpretability. Com-
pared with state—of-the—art methods in literature, the proposed algorithm demonstrates lower half total er-
ror rates, better resistance to video compression and less computational cost.

Key words: deepfake detection; 3D morphable model; appearance feature; facial behavior feature; convo-

lutional neural network; facial biometric
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1.1 3DMM EREME B HHE&ER

R SRl PNE %N SRR DI NS
PR, o JR R R g8 T %)
AN (R BRI ) 1 R 1 5 3k L T %)
N ) U3 ) T AR AT S CRIER A W R AE ) o SC
Bk L12 ] R0 3D 49 4 A6 Eiodi 22 42 3t i 3D AR
LA, 3t — A PR AR i AR A, 1T T 3D
AR E g, SCHk[ 13 ]88 — 4> 3DMM B/ H F
P RO BRAE A iy AR R o SClk[ 14 )42
— AT RAAL TR B 3D NG 2 A BRI

MEF R B BT 2 =g A AT R etk
25 (8] H R A NI ) £ AT AL A A5 3 )
ke N 5 4 TR AR 1) 2 RSB 1] i ) R A

s=§+'”zlaisi+ﬂiy,ei,'1‘= Terzlbiti (1)
i=1 i=1 i=1

A ,S 5 T4 98 BEM (basel face model) ¥ 4%
R S PN 32 NOE SRS PN 138 I E S
NICIRZSEL; 0, B SH s, M, 53 5K BEM
Bt 5 h 0y IR AR FE Lo TS FE L4y s e, A Face-
Warehouse £ 5 " i B9 NG R 1B FE 457 R
NI RNESE G m 5 o RN ) AR .
AR N T AR S 8 a, W A AN [ NP & (0

EER G ESE T NN YN A BUNL AN 3|
. T AL A R B A0 5 AT K [ = 1 i = 4k B,
ARG CE LA SRS . SR E A AR EA
iz 2 TE 1) RS, AT 1 B B O I R RS ) ok R
IRAYIRE R SR B E R

A SR ik 3DMM AR B — YR P AR BUR AR |
QU REMESARGFEE, WBERS K&
ap="_(a, a,, ---,a,-)TG[R’, S SN R a,=
(bi, by ey b)) ER, F 1 2 B W H a,,=
(yioye vy, ERFULSE SR, BAkLH
ff | SR SCHR L15 ] v 5 F 55 W 2 > 19 3D A
A L, H T W 4% Ol ResNet50, 38 1 % #
257 PR T A B A H2 2 T 257 4k ) &
ME 3R PRSI & ap € RY, B S
B a, €RY LUK EKE S W& o, eR™, I
B EESERAL R = m & p e R, £m APk
BB 3AYEE IR
1.2 HEHEITASES S REFAEIR IR

A SCAE SCHK[16] 7 1) ResNet34 F fiff 1 44 4
T F0 AT Ay AR AIF B8 OB B, £ BCRs) [ il - 9 3l o rh
R it AR 1 3% 1 RN R A5 R R AE S T ol o R A



549 5 2 )

51 A A 45 < R FH N BG: 3DMM R K {55 AR 00 Y% 132 O A 400 45 193

BN T EBAT MARAE o R T2 2 B (), 4
th R FH 22 AR B0 P BE 27 2 45 2% pR B (muulti-simi-
larity loss, MS-Loss) """ >kl 2 ResNet34, 15 51| 4
J¥ d = 512 8947 W FRHE

fims] peR

@ﬂ/#\ D £33 2222 345 A 25

K3 3DMM A5 54 75 S iR s b

Fig. 3 3DMM Image Reconstruction Information

a,=(a,.a,.a) R’

[|1||]]]]1|mm a, =(b.b, b)) eR

,,/ a, 1_(V| 2’...’}}“),[»6]1{“

Output Module

BT 75 613 S & W BT B 76 T B
FME BB @, ER™ MK S H i pER’,
RS By =[ @y p | € R T X £ WUE G 1Y
MR S =[xl ), xd JERT,
5 o B A 7 T AT A O 0 2%, ) A
2o [ 2% 2 5 AR BN WS £ (): R F >R, I 4% i) iy
1y BIVRT F T 22 E A0 159 T 3 47 A

J 2 T AR B R4S B 6 R B B
ap €RY G S i a,., € RY 17 PR 2
B 1 S SR E @ =@, @ JER', LA
B EWTERMR I o 7 B 1 26 BE L 1 5 #9080
5 5 W B A B X I A T A 5 A o=

zﬂai /{:6 Rmoo
i=1

1.3 SEEMME KT F B R R

TC A J2: 78 I 2R 2 3K B B, #0043 A 95 Ak 2
J7 = AR o AT W Bl B Sk S A ARG ) BT
BRER LW RHEBEORKNRELK R
(o<<&) 77 A5 W Bt o AEVNZRIN B, 45 8
RN R 1 2 X TR AP ID
AR, 1 S e R Oy AT WA B AR S B
3 63 15 3] 512 4k 19 11 H AT 8 FRAE 6 5 160 4 1Y T
AN REAE v, 4T A 1D X1 G 3R 1) 1 B AT
JHENE S % 4 B RN IES B4 V.

032 B B, o A 0 A Ak B S A 3 3 B
R B % K ¢, 49 3 512 4E B T FRAT N AR AE 6,
55160 4k 14 1 & AP SRR AE 0, 2000 5 S 2% 4 BRI
S ARV R ] 5 E A7 A% 5% R LB DR RE , 75
FI) S 550 4 AE AR B0 S5 A IRE B 6 R 08 N AR 25 an
T AT by R AF AH AL S5 K B T % 1 A N 90
% by, LA B S R ANRAR LS ¢, , 4R TR

ay, = arg max { max (v, v,)}
1D

by = argmax{max(bj-b,)} (2)

co=max(v,+v,)
o, RORIMHEFIE S % £ VIR A FRE W)
b, RN AT A FRIE S % 45 B A j AN RRAE )
o A an 7 O, W] E D 3 A B
#oap = by, Bt —P KA c, 2 E KT
SRR IE AR LB B 7, A ¢ = 7, DU A 2 7 ) 3k
PR B Ry L5 75 0 R A

HZREHH

TR Db 3 ARG, I AT G AR A R AT
55 ¥ BT AR B RS B 0 1
B HiC N TP(true positive) , 5= Wi % H i FN
(false negative) ; ¥4 % B Oh & WL 1 B PERE A
B P /% 1E f 70000 %% H 32 4 TN (true negative) , 45
1% T %0 H 4 FP (false positive) » H BH & (TP
rate, TPR) =TP/(TP-+FN) , i fi % (FP rate,
FPR) =FP/(TN+FP) , B Bl % (TN nrate,
TNR)=TN/(TN+FP) , f& Bl % (FN rate,
FNR)=FN/(TP+FN). >} & %% (half total
error rate, HTER) J& )} FPR 1 FNR £ & i 2k 19
— A T B, 3 A U8 HTER= (FPR+
FNR)/2. ROC (receiver operating characteristic
curve) i1 4k FR#E 52 3 AR RRAE I £k, 2 AR 4l A
[Fi) 15 (L 1) R 1 — 2% il 2, i AR A 5 0 AR A 0 i)
& FPR A1 TPR, AUC (area under curve) llj 3% 7/x
ROC £ F Ay
21 IBERESHESE

Wk I T HEZR Pytorch-1.1.0 5231, GPU
+ 4 TITAN XP, & 4t & Ubuntul6.04, CPU &
Intel(R) Xeon(R) CPU E5-2683 v3 @ 2.00 GHz,
CUDA A4 9.0.0, CUDNN AN 7.1.4. Fl
OpenCV By VideoCapture Z& ¥ 108 45 i 1t i%, 4% 7
B, %5 ¥ 5 o g gt PR RetinaFace ™ A K 6
0 A O 5 B R A DR, RN R A AR
HEAT R 55, P R A 4 F 7 12 K e 8 — 4 B
KNK 224 X 22448 R ER

T HB AT A e IE B R 2% T EE e I k. B
H R FH VoxCeleb2 #0455 4214 S Il 45 4
VoxCeleb2 J2& 4= 27 il 4 5 #0L W A B9 £
AR B T B N ) U T R A, A SR
MLEE BT 354 67 AW, 327 207 Be ML . 1 & e

P

2 SLI§



194 RV = X (S CEI S e )

2024 42 H

RN G5 3% AR BN 20 000, Y Rt R ~F 2k 128, 3%
JH SGD Ak # E  UI ZR AR Ak &, 0 46 25 > R ok
0.01, 2R FH 2% 27 Fa bt 1] 25 22 AR U 0 ol 3 W | ok f
R YN 25 i 375 S5/ IV B 3 AR A
SAL R Y PE R U0 I SR LE T PR AR IR BE O i A AR
ol R )z 0 3B AR AT Y AL
FF+ -+ (FaceForensics+ + )™ | DFD (deepfakes
detection) ' Fll Celeb-DF"" 4% SCHR [10] 19 i
1, DFD FE H L 8 1 A B 19 A9 A 1R 001 B
AT SR ) 363 B ik 185 B, DB i 4 4 7y
3068BH I 1577 Bro R 1FH T bk e i A
4B AR B R DG GE TR A s e
F1 HEEELRBER

Tab. 1 Information of Datasets

B 4R 1 K A R

i H
VoxCeleb2  FF-++ DFD Celeb-DF
FLA AT ERL 27 207 1000 185 590
B A A A 0 1000 1577 5639
A¥) 354 1000 28 59

R B AR o AR SCER X RS A 1D GE— Bl Bl
TERE 80 %0 Iy LS MM BLAE i S8 4 4 T4 202
F1R) JEL S A0 3 R T A 1 SR AR B A A i A
2.2 SMRAFAERILE BIME -, AL EX

T, (10 8 B2 5% e B 0 A P L LA R AR A
SR AE ) 1t 5 A S 2 4R b B ) o 09 A 5X A A
JE KT8 B E B, A B S R A R L B
DN, TA Sy 5 G 000 A0 0 2 P s R AT 2 AN A O AR A
(RDFE AR ) NI AES Z ) . BIAGIT
FF++ .DFD #l Celeb-DF X 3 4> ¥4 4 (1 . 52
BEA RN Oh 15 REAS T B 7, S5 R R A O Rl R .

1.0
0.8
0.6
S
04 —*—Celeb-DF _real
—*—Celeb-DF _fake
——DFD_real
0.2 ——DFD_fake
——FF++ real
0 ——FF++_fake

0.70 0.75 0.80 0.85 0.90 0.95 1.00
B

P4 3Bl SR AP A AH 0L 1 L It 2k
Fig. 4 Threshold Curves of Appearance Similarity
on the 3 Datasets

Bl 4 8o 76 3B b, it 2R A0 A AH ALY
B AE— BV N, SR (R TPR) FI 4T 2k (R
TNR)FEARMREFEAZE ;2 7, > 0.8, TNR 4 |
T FPRIFUR FEAR s o, M4t 0.98 J5 , TPR 4R 2k

TR, RWIENRIS I, 256 41, i 2, =0.95 7¢
AN TRV B 46 1 B R AT 50T i L S AT S PR R
TR B 2 BOAR SCER R R 7, = 0.95,
23 MMBHERTEE RGNS
W R T e AL R £ — ¢
/N N AT A R, TG 12k o R 2 i R AT A A
I 35 R AIE 5 & R U 8 P AR R K, A 3 2 2 A T
TS AT S, oA E T TR B2 1 a5 2 2
BE o AR SCHUA [R] Y & 18 2K 3 18 % 53 05 M AE 1Y 52
Wi, L DFD 04 4 4 1], € = 50,100, 200 Wi i 37
T OL IR SR 25 SR WL 2 2,
F2 WMARFHKENEEMEEREm/ Y%

Tab. 2 Influence of Video Lengths on the Detection
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Tab. 3 Comparison of Detection Performance of Our Proposed Algorithm with Agarwal Algorithm/ %
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Tab. 5 Comparison of Model Complexity of Our Proposed Algorithm with Agarwal Algorithm
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Tab. 6 Cross—Database Test Results of Training Model in DFD Database/ %
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7 DFD JE & il &, FFD_VGG16 5 i f
FFD _Xception B ik M fE , b Agarwal B ik Fl AR
SCE ARG A FE FF+ -+ fl Celeb-DF J H %) 3
I G I F Agarwal 5535 FIUAS SCH L BRIV 9 1

A I (HL 125 P 1 e AR Ak, X 2 H ATz X 4 46 Ji6 40 A
G 0 92 5 38 AE A 1) P R, A garwal B3 AR SC
PR AE WA FE v M R XY L B AR T AR SCHE
EMHTER M AUCH 2 AL T Agarwal 53k .



196 ®WK ¥ ER G

ISR Y

2024 42 H

3 & &

ASCHR T — Rl T AR SDMM R
B B TR R D i S ARG Ik DA I 4
Az W) R OE R ) BRI A 5T 25 T A A AR
NI 5 Oh B AR AR R P TR AT R AR AE SN Ak
FURFAE =R —BOA W 2B A s B . T
3D MG A BIF T 1y S, BT R Sy B, AR SO
FI 3DMM A58 B A — U 1 o Ay 3 A5 NI #4284k
AR AEAG S, T AL T A S Oh R AR BT e, I (R] T
B, S BT o AR SO U IE A T XA I A5 2R
A ik T Sigp R A SR B R S, A kM E
HOIR B2 AR\ ) O R 2 3 5

& % X #

[1] Huang Ruobing, Jia Yonghong. Face Swapping
Using Convolutional Neural Network and Tiny
Facet Primitive [J]. Geomatics and Information
Science of Wuhan University, 2021, 46 (3) : 335-
340. (BEATUK, BUKLL . A BRUb 28 I 2% A1) THT
ST NG R B i [T, BRDUK B4R (5 BBk
I, 2021, 46(3): 335-340. )

[2] Haliassos A, Vougioukas K, Petridis S, et al. Lips
Don’t Lie: A Generalisable and Robust Approach to
Face Forgery Detection [C]//Conference on Com-
puter Vision and Pattern Recognition, Nashville,
USA, 2021.

[3] Yang X, LiY Z, Lyu S W. Exposing Deep Fakes
Using Inconsistent Head Poses[C]//IEEE Interna-
tional Conference on Acoustics, Speech and Signal
Processing, Brighton, UK, 2019.

[4] LiM,LiuB,HuY,etal. Exposing Deepfake Videos
by Tracking Eye Movements[ C]//International Con-
ference on Pattern Recognition, Milan, Italy,2021.

[5] LiM,LiuB,HuY,etal. Deepfake Detection Using
Robust Spatial and Temporal Features from Facial
Landmarks [ C]//IEEE International Workshop on
Biometrics and Forensics, Rome, Italy,2021.

[6] LiY Z, Lyu S W. Exposing DeepFake Videos by
Detecting Face Warping Artifacts[ EB/OL]. [2021-
02-20]. https://arxiv. org/abs/1811. 00656.

[7] Hu Yongjian, Gao Yifei, Liu Beibei, et al. Deep-
Fake Videos Detection Based on Image Segmenta-
tion with Deep Neural Networks [J].
Electronics & Information Technology, 2021, 43
(1): 162-170. (A7 fiE, miR €, XIHEDL, 45 . 2%
TR 43 0 5 246 00 1% B A A A 0 R ek I (). R
F 55 B4R, 2021, 43(1): 162-170.)

[8] Dang H, Liu F, Stehouwer J, et al. On the Detec-
tion of Digital Face Manipulation [C]//IEEE/CVF

Conference on Computer Vision and Pattern Recog-

Journal of

[10]

[12]

[14]

[15]

[17]

[19]

[20]

[21]

nition, Seattle, USA, 2020.

Agarwal S, Farid H, Gu Y, et al. Protecting World
Leaders Against Deep Fakes[ C]//IEEE Conference
on Computer Vision & Pattern Recognition Work-
shops, Long Beach, USA,2019.

Agarwal S, Farid H, El-Gaaly T, et al. Detecting
Deep-Fake Videos from Appearance and Behavior
[C]// IEEE International Workshop on Information
Forensics and Security, New York, USA, 2020.
LiY Z,Yang X, Sun P, et al. Celeb-DF: A Large-
Scale Challenging Dataset for DeepFake Forensics
[C]//TIEEE/CVF Conference on Computer Vision
and Pattern Recognition, Seattle, USA, 2020.

Blanz V, Vetter T. A Morphable Model for the Syn-
thesis of 3D Faces [C]//The 26th Annual Con-
ference on Computer Graphics and Interactive Tech-
niques, Los Angeles, USA, 1999.

Paysan P, Knothe R, Amberg B, et al. A 3D Face
Model for Pose and Illumination Invariant Face
Recognition [ C]//The 6th IEEE International Con-
ference on Advanced Video and Signal Based Sur-
veillance, Genova, Italy, 2009.

Cao C, Weng Y L, Zhou S, et al. FaceWarehouse:
A 3D Facial Expression Database for Visual Com-
puting[J]. IEEE Transactions on Visualization and
Computer Graphics, 2014, 20(3) : 413-425.

Deng Y,Yang J,Xu S C,et al. Accurate 3D Face Re-
construction with  Weakly—Supervised
From Single Image to Image Set[C]//IEEE/CVF
Conference on Computer Vision and Pattern Recog-
nition Workshops,Long Beach, USA, 2019.

He K M, Zhang X Y, Ren S Q, et al. Deep Resi-
dual Learning for Image Recognition [C]//IEEE

Learning:

Conference on Computer Vision and Pattern Recog-
nition, Las Vegas, USA, 2016.

Wang X, Han X, Huang W, et al. Multi-similarity
Loss with General Pair Weighting for Deep Metric
Learning [ C]//Conference on Computer Vision and
Pattern Recognition, Long Beach, USA, 2019.
Deng J K, Guo J, Ververas E, et al. RetinaFace:
Single-Shot Multi-level Face Localisation in the
Wild[ C]//IEEE/CVF Conference on Computer Vi-
sion and Pattern Recognition, Seattle, USA, 2020.
Chung J S, Nagrani A, Zisserman A. VoxCeleb2:
Deep Speaker Recognition [EB/OL]. [2021-04-
20]. https://arxiv. org/abs/1806. 05622.

Rossler A, Cozzolino D, Verdoliva L, et al. Face-
Forensics: Learning to Detect Manipulated Facial
Images [C]//IEEE/CVF International Conference
on Computer Vision, Seoul, Korea, 2019.
DeepFakes Detection Dataset[ EB/OL]. [2021-04-
20]. https://github. com/ondyari/FaceForensics.



