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Fig. 2 Sketch Map of Tampering Undetected
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Fragile Watermarking Algorithm for Locating Tampered Entity Groups
in Vector Map Data

HOU Xiang'? MIN Lianquan® TANG Liwen'

1 Space Engineering University, Beijing 101416, China
2 Institute of Geographical Spatial Information, Information Engineering University, Zhengzhou 450001, China

Abstract: To study the problem of integrity authentication for vector map data, a fragile watermarking al-
gorithm for locating tampered entity groups is proposed. Firstly, each geographic entity is represented by
the midpoint of its minimum bounding rectangles. On this basis, geographic entities are divided into groups
using optimized £-means clustering algorithm. Then fragile watermarking is generated through building in-
tegrity authentication parameter and combining it with chaotic mapping. Finally, authentication information
is embedded in the sorted coordinates. Watermarking detection corresponds to the embedding procedure.
Whether the map data have been tampered could be determined by comparing the consistency of the ex-
tracted watermarking with the generated watermarking. Experimental results show that the proposed algo-
rithm is able to preserve the accuracy of vector map data effectively and authenticate the integrity of vector
map accurately at the same time. Furthermore, the algorithm shows favorable tamper localization ability.

Key words: vector map data; fragile watermarking; entity group; tamper localization; integrity authentica-

tion
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not only the transformation result is accurate but also time consumption is only about 10.1%-10.4% of equal
-triangles projection (ETP) method. In addition, the QTM code obtained in the improved algorithm still has
the directionality. The improved algorithm works well for both traditional QTM and the QTM which using
latitude-line instead of circle-line.
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